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ESG Lab Reports

The goal of ESG Lab reports is to educate IT professionals about emerging technologies and products
in the storage, data management and information security industries. ESG Lab reports are not meant
to replace the evaluation process that should be conducted before making purchasing decisions, but
rather to provide insight into these emerging technologies. Our objective is to go over some of the more
valuable feature/functions of products, show how they can be used to solve real customer problems
and identify any areas needing improvement. ESG Lab's expert third-party perspective is based on our
own hands-on testing as well as on interviews with customers who use these products in production
environments. This ESG Lab report was sponsored by Xiotech.
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Xiotech’s Intelligent Storage Element

Introduction

Xiotech Corporation has delivered highly virtualized, easy to use storage systems to thousands of customers
over the past twelve years. ESG Lab validated Xiotech’s Magnitude 3D family of clustered storage systems in
2003 and application-level disaster recovery capabilities in 2005 and was impressed with the systems’ resiliency,
scalability and ease of management. This report examines the Intelligent Storage Element (ISE), an integral
component of Xiotech’s new Emprise 5000 and Emprise 7000 storage systems, and its ability to enhance the
availability, reliability and performance of storage systems.

Background

Primary data lives on hard disk drives—‘round, brown, spinning things'—as it has for years. That hasn’t changed
and neither have the underlying physics of disk, despite the multiple generations of increased and improved
capacity, performance and connectivity. Contention has always been an issue and it's well known that areal
densities (capacity) are growing far more rapidly than performance, which leads to challenges when managing
the retrieval of ever-growing volumes of data. A number of workarounds have been developed over the years to
overcome the reliability and performance limitations of hard drives including RAID, caching, striping and multi-
pathing. The number one problem with disks, however, has always been lack of reliability. Although the MTBF
(Mean Time Between Failure) ratings for disk drives have generally improved, the likelihood of drives failing has
increased as the number of hard disks installed and the amount of data on each drive have increased.

IT professionals are acutely aware of the risks associated with a failed hard drive—including the risk of an
application becoming unavailable. As organizations have come to rely on mission critical applications that are
always on and available, the amount of downtime that can be tolerated continues to shrink. As a matter of fact, a
recent ESG Research survey of 398 IT professionals and managers indicates that 79% of respondents could not
tolerate more than 12 hours of downtime without serious impact to their business. It's not unusual for RAID
parity rebuilds to take in excess of 12 hours with large format drives and while these rebuilds are occurring,
access to data can be severely and adversely affected.

FIGURE 1. DOWNTIME TOLERANCE

For your most critical applications, how much application downtime can your organization
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Xiotech’s Intelligent Storage Element

The inevitability of hard drive failures has implications beyond its impact on application unavailability and
performance in the data center. As the number of hard drives—and the number of failed hard drives—increases
in the data center, so too does the number of drive replacements. As a result, the time and risk involved with
replacing failed disk drives become a real concern for storage administrators. The storage industry has been
most creative in developing methods to mask, manipulate and manage this issue—both via straightforward
backups and the many elegant levels of RAID architecture. However, all the methods share one aspect: They
address the symptom rather than the cause. Hard drive failures have two profound effects in data centers today:

e Management impact — The need to design around the inevitable breakages (usually done with RAID of
some sort), combined with the business-risk and user-distress following the invariable performance
degradation associated with disk failures, increases the amount of hands-on management IT must perform in
the data center. Depending on the business and security sensitivities, there can also be issues with the
disposal and destruction of the devices.

e Operational impact — Failed drives, RAID protected or not, need to be physically replaced as fast as
practicable. The risk of actual data loss increases whenever a drive is lost, even if the system is designed to
protect data availability. A further, very practical risk is that either the wrong drive might be removed (fairly
easy with today’s small and tightly packed systems) or the right drive might be incorrectly removed. Drive
replacement is a big deal. In large data centers, there are often numerous dedicated spares on site and, in
some cases, full time engineers dedicated to replacing failed hard drives.

The Xiotech Intelligent Storage Element (ISE)

Managed Reliability is a concept born five years ago in the Advanced Storage Architecture (ASA) group at
Seagate Technology, which was acquired by Xiotech in November, 2007. Recognizing the challenges to data
availability, system design and management caused by ballooning drive nhumbers and capacities, the ASA
engineers came to the conclusion that a new approach was needed to address the root cause of the problem.
Managed Reliability is based on preventive and remedial steps to actively manage all aspects of reliability,
including:

= A storage enclosure designed to eliminate vibration and maximize cooling, with highly reliable
controllers, power supplies, fans and storage device housings

Regular preventive drive reconditioning

End-to-end error detection*

Ability to fail in smaller increments (a surface rather than a full drive)

Self-healing drive reconditioning

Self-sparing

Storage Systems Based on the ISE
As of the writing of this report, there are two Xiotech systems that utilize the ISE —

o Emprise 5000 — A complete, self-enclosed virtualized storage solution, which can be configured for high
performance, high capacity (up to 16 terabytes in 3U rack space) or a balance between the two. Emprise
5000 attaches to servers directly or via a Fibre Channel switch, and requires minimal configuration or
administration.

e Emprise 7000 — Emprise 7000 delivers ISE technology in a clustered, feature-rich storage area network
(SAN) system. Emprise 7000 easily scales to more than a petabyte of capacity and is centrally managed
with Xiotech’s ICON Manager. ESG Lab tested ICON Manager and found it powerful and easy to use.

The goal of Managed Reliability is to reduce the rate at which components fail and to minimize the effect of
component failures when they inevitably occur. Xiotech’'s ambitious goal was to produce a storage subsystem
that would require no maintenance or service events for its entire useful life. Hardware failures are inevitable;

! ANSI T10-DIF (Data Integrity Field)
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Xiotech has engineered the ISE for maximum performance, redundancy and capacity in order to achieve service
avoidance for the useful life of the Emprise 5000 and Emprise 7000 systems that are built on the ISE. The
balance of this report presents the results of an ESG Lab validation of the architecture, reliability and
performance of Xiotech’s ISE.

ESG Lab Validation

In a recent visit to Xiotech headquarters, ESG Lab toured Xiotech’s Reliability Data Testing (RDT) Lab, audited
an exhaustive reliability study and reviewed detailed performance test results and pricing data provided by
Xiotech.

Getting Started

ESG Lab examined the anatomy of Xiotech’s ISE system during a visit to Xiotech’s RDT lab in Colorado Springs,
Colorado. As shown in Figure 2, an ISE is a modular system with a number of components; the most important
being a pair of DataPacs. A DataPac is a sealed enclosure with ten 3.5 disk drives or twenty 2.5” disk drives?.
Spare hard drives built into each DataPac eliminate the need for drive replacements over the expected life of the
system. The balance of the components within an ISE (controllers, power supplies and batteries) are all
contained in independent modules, reminiscent of Lego bricks, that plug together to create an ISE.

FIGURE 2. THE INTELLIGENT STORAGE ELEMENT (ISE)

Power and Cooling Managed Reliability Controllers

+2 per ISE +2 per ISE
*Local RAID. Cache. Drive Management

Sealed DataPacs
*1or 2 per ISE
‘Upto 16 TB per ISE

Battery Modules
+2 per ISE
+96 Hours of protection

2 DataPacs were designed to accommodate future storage technologies including solid state flash drives.
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All of the components in an ISE work together to create a very large foundational storage element with ten to
twenty times the capacity of an individual disk drive and a sophisticated level of disk reliability management that
is completely transparent to the end-user.

Why This Matters

Today’s hard drives are too large to be effectively protected by RAID alone, while at the same time too
small to build large, scaled out architectures without elaborate engineering. Large populations of drives
increase the likelihood of individual drive failures, while high capacity drives lead to performance problems
and long RAID rebuilds. A sealed system designed to increase the reliability of individual drives and
eliminate service events when a drive (or portions of a drive) fails can reduce risk and provide significant
operational and business benefits.

Managed Reliability

ESG Lab recently reviewed the results of reliability testing performed by Xiotech over the past fifteen months.
Data was collected for a population of 208 ISE systems and 5,900 disk drives.® Two thirds of the drives were
pre-production disks rated at 100,000 hours MTBF (to intentionally create the likelihood of more failures), and
one third of the drives were production drives with expected MTBF of 600,000 hours. This was meant to show
that ISE could reduce failure rates of both good drives and those that had manufacturing defects and still
eliminate service events in the field. Before exploring the results, a bit of background on reliability ratings is in
order.

Mean time between failures (MTBF) is a rating provided by manufacturers to help predict the useful service life of
a hard disk drive. The service life of a drive is the expected operational life of the drive before failures caused by
component wear are expected to increase. MTBF ratings for a single disk drive can be used to predict the
likelihood of one or more drives failing in a system full of hard drives.

In general, the higher the numbers of drives you have in your environment, the higher the number of drive
failures you can expect to see. Specifically, the MTBF of a system full of drives is the MTBF of one drive divided
by the total number of drives in the system. Take for example a hypothetical hard drive with an MTBF of 100,000
hours. If 100 of these drives were deployed in the same system, the MTBF of the system would be 1,000 hours
(100,000 divided by 100). In other words, a drive failure is likely to happen every 1,000 hours (42 days). The
ISE reliability results audited by ESG are shown in Table 1.

TABLE 1. ISE DRIVE FAILURE AND SERVICE EVENT SUMMARY

| ISE systems under test | 208

| Total number of drives | 5,900

| Total hours in service | 42,184,680
| Expected drive failures | 327

| Actual drive failures | 122

| Service events /drive replacements | 0

| 'No Trouble Found’ | 0

% Configuration details can be found in the appendix.
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What the Numbers Mean

e More than 42 million hours of run time were recorded over 208 ISE systems and 5,900 hard drives.

e 327 drives were expected to fail over the 15 month period based on drive vendor MTBF ratings.

e The 327 expected drive failures do not account for ‘No Trouble Found” (NTF) issues.

e The ISE had zero NTFs within its testing. NTFs account for over half of all disk replacements in the industry.
With the hard drives operating within sealed ISE DataPacs that were designed for optimal cooling, vibration
dampening and proactive diagnostics, the actual number of drive failures was only 122.

e The measured results were 2.7 times more reliable than the drive vendor ratings.

e The number of drive failures was reduced by nearly two thirds.

e The spare capacity built into DataPacs was used to transparently recover from each and every drive failure
with zero service events.* In other words, no drive replacements were needed.

To give these numbers some real-world perspective, ESG Lab used the results shown in Table 1 to project the
reliability of a rack full of ISE systems over five years of operation. The goal was to predict what a customer with
a single rack full of Xiotech ISE systems could expect to see over five years compared to a traditional array. ESG
Lab used the audited results from a population of 5,900 drives to calculate the expected and actual failure rates
over 12 months for a rack full of enclosures containing 280 drives.

As shown in Figure 3, a customer with a rack full of drives in traditional enclosures would expect to see 62 drive
failures after five years of operation. Based on the results audited by ESG, those same drives within a rack full of
Xiotech ISE systems would experience only 23 failures.

FIGURE 3. REDUCING DRIVE FAILURES WITH ISE
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* Xiotech indicates that no dual drive failures within the same DataPac have occurred to date. In the unlikely event that two drives did fail
within the same DataPac, an ISE can recover using an extremely conservative approach of building 20 percent sparing into each DataPac.
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Xiotech’s ISE drive failures are reduced in comparison to traditional arrays due to the ISE’s reduction of vibration,
enhanced cooling, preventive drive reconditioning and ANSI T10-DIF end-to-end error correction. While the
number of actual drive failures may vary from these results in real-world customer environments, ESG Lab is
confident that the result shown in Figure 4 is exactly what customers will see in real-world environments: zero
drive service events.

Figure 4 shows the number of drive service events for the same rack full of 280 drives over a five year period.
With a traditional storage array, every drive failure triggers a service event—someone has to replace the failed
drive and perform some level of maintenance to ensure that the system is ready for the next event. That would
mean that over five years, an organization could expect sixty-two service events associated with drive failures in
traditional storage arrays. That's about one per month.

FIGURE 4. ELIMINATING SERVICE EVENTS WITH ISE
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In stark contrast, Xiotech’s ISE requires zero service events as the system is designed to fail in smaller
increments (surface rather than the whole drive), to self-heal drive failures and with sufficient hardware margin to
survive multiple drive failures with ease.
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Why This Matters

Failed disk drives can have a significant business and operational impact on organizations of all sizes.
Extended RAID rebuild times of large disks impair application performance and impose a risk of data loss
during rebuilds. Today'’s tightly packed storage systems present further risk of data loss should the wrong
drive be removed. Once data is lost, revenue is lost, fines and penalties can be incurred and lawsuits
loom. A system that eliminates the need to replace physical disks virtually eliminates these risks over the
useful life of the system. ESG Lab validated that Xiotech has greatly reduced failures in a large population
of disks and, more importantly, totally eliminated the service impact of failures when they inevitably occur.

Price-Performance

ESG Lab audited SPC-1 and SPC-2 performance benchmark results provided by Xiotech. SPC-1 is an
application-level industry standard benchmark suite maintained by the Storage Performance Council. SPC-1
testing generates a workload designed to emulate the typical functions of transaction-oriented, real-world
database applications. Transaction-oriented applications are generally characterized by largely random 1/0 and
generate both queries (reads) and updates (writes). Examples include OLTP databases and mail server
implementations. SPC-1 includes a price-performance metric to provide a relative indication of the cost to handle
an increment of storage demands in a typical transaction-oriented application environment.®

FIGURE 5. SPC-1 PRICE-PERFORMANCE ANALYSIS FOR DISK BASED SYSTEMS
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® Audited detail on the SPC-1 workload, configuration and results can be found at
http://www.storageperformance.org/results/benchmark_results spc1#a00064.
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Figure 5 and Table 2 show the top ten published SPC-1 price-performance results. Price-performance is shown
as dollars per SPC-1 IOPS. Systems with a lower cost are better from a price-performance perspective. The
ISE, circled in green, has the best published SPC-1 price-performance rating in the industry as of the writing of
this report at $3.53 per SPC-1 IOPS.

TABLE 2. SPC-1 PRICE-PERFORMANCE ANALYSIS

System SPC-1 IOPS $/SPC-1 IOPS
Xiotech Emprise 5000 (RAID-1) 5,892 $3.53
Sun StorEdge 3300 Series Model 3510 (RAID-1) 11,648 $3.72
IBM System Storage DS3400 (RAID-1) 9,001 $3.79
DataCore SANmelody Disk Server (RAID-1) 19,950 $4.06

| | |
| | |
| | |
| | |
| | |
| Dell PowerVault 220S/221S (RAID-1) | 7,650 | $4.48
| | |
| | |
| | |
| | |
| | |

DataCore SANmelody Disk Server iSCSI (RAID-1) 9,299 $4.86
Sun StorageTek 6140 Array (RAID-1) 17,396 $4.93
DataCore SANsymphony Network Edition (RAID-1) 50,004 $6.11
Fujitsu ETERNUS4000 Model 500 (RAID-1) 60,004 $6.54
Sun StorageTek 6540 Array (RAID-1) 46,492 $6.62

SPC-2 is an application-level, industry standard benchmark suite maintained by the Storage Performance
Council. SPC-2 testing generates multiple workloads designed to emulate the sequential data access patterns of
video on demand, large file processing and large database queries. °

SPC results are submitted for peer review and audited prior to publication. SPC requires that vendors submit
pricing for the tested solution, so all published results contain a price-performance measurement expressed in
dollars per MB/sec for SPC-2. As part of the submission process, a detailed description of the storage system’s
configuration is disclosed, including the data protection scheme such as RAID-5 or RAID-1 (mirroring).

Figure 6 and Table 3 show the top ten published SPC-2 price-performance results. Price-performance is shown
as dollars per MB/sec of throughput. Systems with a lower cost are better from a price-performance perspective.
The ISE, circled in green, has the best published SPC-2 price-performance rating in the industry as of the writing
of this report.

® Audited detail on the SPC-2 workload, configuration and results can be found at
www.storageperformance.org/results/benchmark_results _spc2#b00031.
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